
UNITED STATES DEPARTMENT OF AGRICULTURE 
Farm Service Agency 
Washington, DC 20250 
 
For:  FSA Employees and Contractors 
 

Revised FSA-13-A, System Access Request Form 
Approved by:  Associate Administrator for Operations and Management  
 

 
 
1  Overview 
 

A Background 
 

The FSA-13-A has been revised and redesigned to be a business centric form.  The new 
design removes the need to know technical system, application and role details.  Several job 
aids to facilitate completing the revised form are also available.  The new form and job aids 
are effective October 1, 2016.  FSA will discontinue use of all previous versions of the 
FSA-13-A on the effective date. 
 
Note: Certain service providers, systems and applications require submitting specialized 

forms in addition to FSA-13-A.  This notice does not obsolete, prohibit, or supersede 
use of those forms. 

 
Example: AD-1143 for NFC corporate systems and EmpowHR. 

 

B Purpose 
 
This notice: 
 
 announces the revision and redesign of the FSA-13-A (Exhibit 1) 

 
 obsoletes all preceding versions of the FSA-13-A 

 
 explains USDA and FSA prerequisites that must be met before access is granted to new 

personnel 
 

 clarifies general access request procedures 
 

 reviews responsibilities 
 

 describes use of the Access Cross Reference Table 
 

 provides links to available resources supplementary to the revised forms.   
 
Disposal Date 
 
April 1, 2017 

Distribution 
 
All FSA Employees and Contractors; State Offices 
relay to County Offices 
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2  Prerequisites for New Systems Access  
 

A Basic Information Security Awareness Training 
 

Basic USDA Information Security Awareness and Rules of Behavior Training must be 
completed for all new personnel before enabling systems access. 
 

B Approval to Work 
 

FSA approval to work (issued by the Deputy Administrator for Management, Emergency 
Preparedness Division) must be provided for all new personnel before enabling systems 
access. 

 
Note: These prerequisites are in accordance with federal law, USDA regulations, and FSA 

policy. 
 

3 General Guidance for Systems Access Requests 
 

A New Hire Access  
 

When requesting additional systems access privileges for a new hire to support their 
position responsibilities, the supervisor or contracting officer representative (COR) must: 

 
 determine the access required for the roles and responsibilities of the new person 
 
 complete all required fields (as marked with an asterisk) on the FSA-13-A 
 
 select (checkmark) the boxes corresponding to the roles and responsibilities of the new  

person on the FSA-13-A 
 

 sign and submit the FSA-13-A according to the following: 
 

 if located in a field office submit to the State Office, security liaison representative 
(SLR) 

 
 if located in Washington, DC; Kansas City, MO; St. Louis, MO; or Salt Lake City, 

UT submit to the Information Security Office (ISO), Access Management Team at 
esc.am@kcc.usda.gov. 

 
Note: Initial access (that is network, e-mail address and VPN) is provisioned during the  

onboarding process and does not need re-requested by the supervisor or COR. 
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3  General Guidance for Systems Access Requests (Continued) 
 

B Modifications to Access 
 

When requesting additional access or modifications (including removal) of access, a new 
FSA-13-A must be submitted when an addition or modification is needed.  
 
If the access has been incorrectly provisioned, the FSA-13-A does not need to be resubmitted 
as long as the approved request for the access was received by ISO.  Contact the ISO, Access 
Management Team at esc.am@kcc.usda.gov or 1-800-255-2434 Option 2 for assistance. 
 
Note: If the person is leaving FSA, follow guidance in subparagraph C.  

 
C Separating Personnel – Deletion of Accounts 

 
When FSA employment or contract work ends such as through termination or separation, the 
supervisor or contracting officer representative (COR) must request that systems access be 
removed by submitting any of the following documents to the ISO, Access Management 
Team: 
 
 all offices: SF-52 or FSA-13-A 
 Washington, DC: AD-1106 FSA 
 Kansas City, MO; St. Louis, MO; and Salt Lake City, UT: AD-1106 KC APFO. 

 
Note: ISO conducts compliance reviews to identify personnel that have left FSA and will 

take action to ensure that access is appropriately removed. 
 
4 Responsibilities 
 
 A SLR’s, Supervisors, and COR’s Responsibilities 
 

SLRs, supervisors, and COR’s are responsible for: 
 
 maintaining electronic or paper copies demonstrating that systems access requests have 

been approved by an authorized official 
 

 ensuring that mandatory basic USDA Information Security Awareness and Rules of 
Behavior Training is completed for all new personnel before requesting systems access 
 

 ensuring the FSA approval to work has been completed and approved for all new 
personnel before requesting systems access. 
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4 Responsibilities (Continued) 
 

 B ISO Responsibilities 
 

ISO is responsible for: 
 
 processing all systems access requests. 

 
 confirming basic USDA Information Security Awareness and Rules of Behavior Training 

and FSA approval to work have been documented before enabling systems access 
 

 submitting systems access requests to the appropriate service providers for additional 
processing when needed (for example NFC, NITC, CTS, etc.) 
 

 maintaining electronic or paper copies demonstrating that systems access requests have 
been approved by an authorized official 

 
 notifying requestors (for example SLR’s, supervisors, COR’s, etc.) of request completion 

progress 
 

 conducting compliance reviews of a sample of applications periodically to determine 
which personnel have access to systems 
 

 removing access to systems when the access has been compromised or is no longer being 
used 
 

 maintaining the Access Cross Reference Table which maps system privileges to business 
roles and responsibilities (that is, positions). 

 
5 Additional Information 
 

A Access Cross Reference Table 
 

The Access Cross Reference Table identifies the basic access each personnel type (for 
example employee, contractor or affiliate) receives inherent to their position’s roles and 
responsibilities.  

 
When more or less access is needed, other than the basic access identified on the table, an 
FSA-13-A must be submitted to request that access be added or removed.  

 
B Location of Available Resources 

 
The revised FSA-13-A, Guide for Completing the FSA-13-A Request Form, Access Cross 
Reference Table and other job aids are all available on the ISO website at 
https://sharepoint.apps.fsa.usda.net/iso/public/Wiki%20Pages/Forms.aspx. 
 

The form is also available electronically on the FSA Internet at http://inside.fsa.usda.gov. 
Click the “Employee Forms” link.  
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5 Additional Information (Continued) 

 
C Contact Information (Continued)  
 

For questions about this notice, contact the FSA Information Security Office by either of the 
following: 
 
 telephone: 1-800-255-2434 
 e-mail: security@kcc.usda.gov. 
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       Notice IRM-479 Exhibit 1 
 

Example of FSA-13-A 
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       Notice IRM-479 Exhibit 1 
 

Example of FSA-13-A (Continued) 
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